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Fire, the constant hazard
The risk of fire is an underlying threat to IT operations. Early fire detection is a key element in any security concept: The information technology system needs to be protected by early fire detection and an active extinguishing system so that a major fire can never occur. This article shows just which concepts are important for fire protection at the rack level, as well as the criteria for selecting suitable solutions.
What actually starts a fire? Time after time, electronic components are major contributors to fires of all kinds in recent years according to statistics on the origins of fire provided by the German Institute for Damage Prevention and Damage Research (www.ifs-ev.org). A fire in the data centre will usually be a small smouldering one caused by defective capacitors, power packs or other short circuiting components. Fire protection is therefore an important factor in risk management, given how highly dependent many companies are on their IT systems.
Requirement analysis must be carried out before choosing a fire protection system. This determines the impact a loss of data will have on ongoing business processes. If a company operates an online store, for example, priority must be given to fail-safe operation (including fire protection), because an IT failure will lead directly to lost revenue.
The next step is to decide on whether an extinguishing system is needed for the entire room or whether a rack-level system is sufficient. Room solutions can lead to a number of follow-on investments: For example, if a room is to be flooded with nitrogen, an additional pressure relief system will be needed, while measures must also be taken to protect people. In the case of small IT applications with a low number of server enclosures, it often makes more sense to implement fire protection at the IT-rack level. For this purpose, a series of fire alarm and extinguisher systems, such as the Rittal DET AC III range, are available for installation in closed server cabinets. These solutions usually consist of an early fire detection system and an active extinguishing system, and they can be mounted on the 19-inch level of the IT rack.
Early detection
An active smoke extraction system is very important, alongside highly sensitive smoke detectors, in order to detect fire at an early stage. This enables the fire to be discovered quickly.
It must be ensured that the air from the entire server enclosure is monitored. This is done by the early fire detection system, which draws the air continuously through an integrated pipe system and leads it past the two smoke detectors. The pipe system is installed in the server enclosure and features a number of drilled holes. The pipe must be laid and the holes positioned dependent on the airflow through the server enclosure.
If an active smoke extraction system is not used, this may mean that a fire is only detected when it has reached an advanced stage. It may take a long time before emerging smoke actually arrives at the smoke detector and generates an alarm, especially when the cooling of the server enclosures causes a horizontal airflow within the rack.  


The right extinguishing medium
It is important that the extinguishing medium does not affect the electronics so that the IT can be readily available again after a fire has been put out. Therefore the extinguishing medium must not be conductive nor leave any residues. Water or aerosol extinguishing media fail to meet these requirements. Inert gases such as argon or nitrogen, or chemical extinguishing agents such as Novec 1230 are more suitable for use in putting out fires in IT applications; the extinguishing effect is achieved by displacing the oxygen. This deprives the flames of heat and it is neither corrosive nor electrically conductive. In addition, Novec 1230 can be stored in a small space within the IT rack.
Successful extinguishing
In addition to a sufficient quantity of extinguisher medium, the IT rack must be sufficiently leak-proof to the surroundings. Neither the server enclosure nor any possible bayed cooling units may feature any openings. Cable and conduit entries must be sealed to the frame and to each other, as must any floor elements installed. Only cooling solutions that do not exchange any air with the environment may be used. These measures will ensure that the necessary concentration of Novec 1230 needed to put out a fire reaches the enclosure and is maintained for the specified period.
The Rittal DET-AC III fire alarm and active extinguishing system holds two litres of extinguisher medium in a 
19-inch rack, and only takes up one height unit. This amount is sufficient to extinguish a fire with a volume of 2.8 m³. This has been tested and confirmed by the VdS, a testing institution with a focus on fire prevention and safety.
Automated power cut-off is important!
Despite all the measures taken, an absolute hermetic seal can never be achieved, and the concentration of extinguishing medium in the enclosure will decline after again a certain time. Because it has a higher density than air, this will first occur in the top part of the enclosure.
Within the holding time – the time, in which a concentration capable of extinguishing can be maintained within the entire space under protection, the electrical components must be separated from the power supply. This can be performed automatically with the aid of a switchable power distribution unit (PDU) in combination with a monitoring system. If this is not done, the fire may be re-kindled.
A horizontal air circulation of the cooling system has a positive impact on the homogeneous distribution of the extinguishing medium, and thus on a longer holding time.
Other criteria in the decision to purchase
The system needs a built-in emergency power supply with rechargeable batteries so that fire protection is still ensured both during and after a power failure. Rittal’s DET-AC III can run for up to four hours without any mains power, for example. The smoke extraction system needs to be of a two-stage design to improve security and avoid false alarms. In the first stage, highly sensitive optical sensors detect very small smoke particles early on and trigger a pre-alarm. The solutions available function, for instance, with a value from 0.25 percent obscuration per metre in order to discover the possible development of a fire. If the second sensor also detects smoke, the main alarm is triggered and the extinguisher is activated.
Connection to alarm systems
Finally, integration with existing alarm systems in the data centre and building equipment needs to be possible. Moreover, Rittal’s DET-AC III, through an integrated CAN bus interface, and allows direct access to the CMC III monitoring system that supports such protocols as http, SNMP, MODBUS ITCP and OPC UA.
In order to perform maintenance on the fire extinguishing system, it is helpful if the technician can access the components easily and without removing the 19-inch rack-mounted assembly, using a USB interface. When equipped like this, the IT environment gains in terms of increased fail-safe operation, while management also scores points in risk management.
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Captions
fri131317700.jpg: Rittal’s DET-AC III product range contains both fire detection and active extinguishing systems.
fri131318000.jpg: The system needs to have a built-in emergency power supply with rechargeable batteries, so that the fire protection is still ensured during and after a power failure. For example, Rittal’s DET-AC III can run for up to four hours without any mains power.
fri1320168.jpg: Electronic components have repeatedly been major contributors to fires of all kinds in recent years according to the statistics on fire causes provided by the German Institute for Damage Prevention and Damage Research (www.ifs-ev.org).
fri141723800.jpg: Thanks to its integrated CAN bus interface, the DET-AC III from Rittal provides a direct connection to the CMC III monitoring system.
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About Rittal
Rittal, headquartered in Herborn, Germany, is a leading global provider of solutions for industrial enclosures, power distribution, climate control and IT infrastructure, as well as software and services. Systems made by Rittal are deployed across a variety of industrial and IT applications, including vertical sectors such as the transport industry, power generation, mechanical and plant engineering, IT and telecommunications. Rittal is active worldwide with 10,000 employees and 58 subsidiaries.
Its broad product range includes infrastructure solutions for modular and energy-efficient data centres with innovative concepts for the security of physical data and systems. Leading software providers Eplan and Cideon complement the value chain, providing interdisciplinary engineering solutions, while Rittal Automation Systems offer automation systems for switchgear construction.
Founded in Herborn in 1961 and still run by its owner, Rittal is the largest company in the Friedhelm Loh Group. The Friedhelm Loh Group operates worldwide with 18 production sites and 78 international subsidiaries. The entire group employs more than 11,500 people and generated revenues of around €2.2 billion in 2015. In 2016, it was named one of Germany’s leading employers by the Top Employers Institute, for the eighth year running. 
For more information, visit www.rittal.com and www.friedhelm-loh-group.com.
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